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Joan Claybrook et al. wrote an article entitled “Autonomous vehicles: No driver…no 

regulation?” (1). Scientists and engineers must disclose the facts of problems on the 

conventional vehicles and the expected autonomous vehicles.  I have recently 

published a paper entitled “connected vehicle security vulnerabilities” where a 

variety of security problems of the conventional and autonomous vehicles are disclosed 

(2). In the paper sensor spoofing against GPS, LiDAR (LIght Detection and Ranging), 

and other sensors can confuse the conventional and autonomous vehicles (2-5).  

However, the described security vulnerabilities problems against sensors are all 

solvable as long as the facts are disclosed. Recently, LTE/3G hijacking methods have 

been disclosed (6). They may cause more severe problems in our society from the 

viewpoint of security. In order to achieve safe/reliable vehicles, we must regulate 

the security standard for the conventional and autonomous vehicles. Remember that 

the conventional vehicles with CAN bus have no security embedded (2-5). If we neglect 

the facts and the security problems in our vehicles, we will not have the happy future. 
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